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Static Analysis



Static Analysis
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sOnarQupe O
checkstyle A .

DON'T SHOOT THE MESSENGER FindBug S
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SonarQube AZ|

Static Analysis

=]
HH 2

LTS Release

Released every 18 months, Long-Term Supported
versions are the most stable releases to which all
critical and blocker issues are back-ported

Latest Release

Get it while it's hot, this is the latest version of the
product. It contains all the new features and it
assumes that you will upgrade at each new release.




Static Analysis

e SonarQube AZA| - install & service start




Static Analysis

SonarQube DB A& - MySQL

> CREATE DATABASE sonar CHARACTER SET utf8 COLLATE utf8 general ci;
> CREATE USER 'sonar' IDENTIFIED BY ‘sonar’;

> GRANT ALL ON sonar.* TO 'sonar'@'%' IDENTIFIED BY 'sonar’;

> GRANT ALL ON sonar.* TO 'sonar'@'localhost' IDENTIFIED BY 'sonar’;

> FLUSH PRIVILEGES;




Static Analysis

e SonarQube DB &4 — sonar.properties

*
*
*

SAM) .

. be changed.

true&characterEncodS




Static Analysis

Z'I Z-I |=' kl

Pmd  -ecsve ®
FindBugs

DON'T SHOOT THE MESSENGER




DON'T SHOOT THE MESSENGER

Static Analysis

A B

CHFot 7 A A&
(Java, JavaScript, XML, C/C++, C#, PHP, Ruby, Fortran)

FlEt Arets BAleh reportlf &0l Cieh 8 +=
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Static Analysis
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« SonarQubeOjjA| E2]12 XA

sonarqube Z2HE B ! =] L , . [2]

mesdE g8, AF2IEle ZEME. AAY  OBE0A

Community Edition Developer Edition Enterprise Edition Data Center Edition

Comes with support for 9 programming Community Edition + branch analysis, Developer Edition + portfolio management, Enterprise Edition + component
languages, numerous plugins, integration SonarLint push notifications, and 16 executive reporting, parallel processing of redundancy and data integrity.
with DevOps tool chains, and ability to languages. analysis reports and 20 languages.

connect to SonarlLint in the IDE.

o ) o ) c ) P

a pd «

PMD 2.6 X ZHO|X] O]z FF7|
Analyze Java code with <a GNU LGPL 3(2)2 2t0o| M A &l
href="http://pmd.sourceforge.net/">PMD</a>. SonarSourceO|(7}) 7H&et
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Community Edition

Comes with support for 9 programming
languages, numerous plugins, integration
with DevOps tool chains, and ability to
connect to Sonarlint in the IDE.

O H#mHE7|

2+ a pnd

I4\/[PH External Analysers

Analyze Java code with <a

href="http://pmd.sourceforge.net/*>PMD</a>.

Checkstyle EaSEnERNEINEEES

Analyze Java code with Checkstyle

STVl External Analysers

Analyze Java, Scala, Closure and JSP code with
SpotBugs.

Static Analysis

=
HH A

SonarQubeOj|Al E2{1921 M|

Developer Edition

Community Edition + branch analysis,
SonarLint push notifications, and 16
languages.

o AmE7| A o]

2.6 X

4.8 2XE

3.7.0 X &

Enterprise Edition

Developer Edition + portfolio management,
executive reporting, parallel processing of
analysis reports and 20 languages.

gagol=

O dmE7|

ZH0|X| O|f F=H7|

GNU LGPL 3(2)Z 20| M A =
SonarSourceO|(7) 7H&gt
Ol/\ XX—|7|

LGPL-3.0(2)2 2to|M
CheckstyleOl(7h) 7=

qA =l
— o

SH|O|X| O]5F FH7|
GNU LGPL 3(2)Z 20| A =
SpotBugs Team©|(7}) 7H2t et

Data Center Edition

Enterprise Edition + component
redundancy and data integrity.

O e

gagol=
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System Test

AAEHIHAE

4, TestLink
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e Testlink A

System requirements

System Test

A|

Server Operating System (no constrains) Linux

PHP wversion

OK ( 5.5.0 [minimum version] <= 5.6.35 [your version] )

[J TestLink 1.9.16 (Moka pot)

Web and PHP configuration

Maximum Session Idle Time before
Timeout

Checking max. execution time
(Parameter max_execution_time)

Checking maximal allowed memory
(Parameter memory_limit)

Checking if Register Globals is
disabled

Checking MySQL Database
Checking Postgres Database
Checking MSSQL Database
Checking GD Graphic library

Checking LDAP library

Checking JSON library
Checking cURL library

0K (128 MegaBytes)
0K

0K

OK
OK

TestLink setup will now attempt to setup the database:

Creating connection to Database Server:0K!

Connecting to database "testlink™ :0K!
Creating Testlink DB user ~testlink ™ :0K! ( ok - new user)
Processing:sql/mysgl/testlink_create_tables.sql

DB #ccess Error - debug print_backtracel) OUTPUT START
ATTENTION: Enabling more debug info will produce path disclosure weakness (CWE-200)
Having this additional Information could be useful for reporting

issue to develooment TEAM,

#0  database->exec_cguery(CREATE TABLE /+prefix+/inventory (
id intl10) unsioned NOT NULL aute_increment,

“testproject_id™ INTC 10 ) UNSIGMED MOT MWULL .
“owner_fd® INT(10) UNSIGNED WOT HULL |
“name’ WARCHAR(258) WOT WULL .
“ipaddress’ VARCHAR(ZE5) NOT NULL .
“content” TEXT MULL |
“creation_ts” TIMESTAMP NOT WULL DEFALLT CURRENT_TIMESTANP,
“modi fication_ts™ TIMESTAMP NOT WULL DEFALLT CURREMT_TIMESTAMP,
PRIMARY KEY (7 id ),
KEY feprefiwe/inventory_idel ( testproject_id)

) DEFAULT CHARSET=utfB) called at [fvarfwww/htnl/testlink-code-1.9 16/ install/salParser class. php:103]

#1 SalParser-»processisal /mysal/test link_create_tables.sal) called at [fvarfwww/htnl/test!ink-code-1.9.16/instal I/instal INewDB.php:427]

TestLink 1.9.16 (Moka pot) - New installation




Testlink Z2A E A/M

System Test

A|AEIHAE

TestLink 1.9.16 (Moka pot)
Test Project E]

4 TestLink admin [admin] &=l

Test Project Management : Create a new project

Name *

Prefix (used for Test case ID) *

Description

Enhanced features

Issue Tracker Integration

Availability

l

C_J

i

i
Ml
i

£> | Source =

(

B 7 U s |% x @ BEBE Q

Format

Requirements
¥ Testing Priority
¥ Test Automation (API keys)

Inventory

>> There are no Issue Tracker Systems defined <<




System Test

A|AEIHAE

Testlink QA2 22|

4, TestlLink  admin [admin] & = TestLink 1.9.16 (Moka pot)
BEn8d s \ Test Project (festTest v |

Navigator - Requirement Specifications Create Requirements Specification Test Project : Test [ -
i -~
Sittions |

|Update tree after every operation v
Document ID
Filters « |l |testt ]
Title
D t ID
et ( ) [Requirement1 ]
Title ( |
Status An v Scope
Requirement Type An v |<> Source 2 = = E = ‘
Req. Spec. Type An v ] =
2 [Noma  -||B 7 U & % x|@®BP Q
Expected no. of ) |
testcases E
Has relation of type An v o
27ALE tes
Test Case ID Ees(_ = d

(Apply [Reset Filters) [Advanced Filters

Expand reg

(] Test (0)

body p A

Type [ Section v




System Test

A|AEIHAE

e Testlink QA2 22|

™ Req. Spec. : [test1] :: Requirement1 [¥

a
' o

Req. Spec. : [testl] :: Requirementl

revision: 1
Type : Section
Scope

STALS test

Created on 16/04/2018 18:56:50 by admin

| Attached files : |

‘File @‘ oty de] AEE o 9l Title/name: | |[ Upload file | ‘
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Jenkins - SonarQube

CTIPE S

e Jenkins —SonarQube Scanner 22191 AZ|

£ Jenkins

Jenkins

= MZ& Item

£, S319 B

= wc o=z Tl Jenkins2| 7|52 HATH| 3 2012 7L M, AL, OAHE 2 MNE 4 &L Tt
== 715 A hjo|E Tt

SonarQube Scanner for Jenkins
a’ My Views 4 This plugin allows an easy integration of SonarQube, the open source platform for Continuous 271
Inspection of code quality.
.ﬁ Credentials

< " Jenkins 2|

L New View



Jenkins - SonarQube

Jenkins — A|AEI A

Jenkins 22|

%

SonarQube servers

A] AEll A% ) .
|8 2% Environment variables
HEH Sl A2 252 28U Ct

SonarQube installations

CTIPEAS

L Enable injection of SonarQube server configuration as build environment variables

If checked, job administrators will be able to inject a SonarQube server configuration as environment variables

in the build.
Name Sonarqube
Server URL http://13.82.40.242:9000/

Default is http://localhost:9000
Server authentication token

SonarQube authentication token. Mandatory when anonymous access
is disabled.

g..

Delete SonarQube



Jenkins - SonarQube

CTIPEAS

* Jenkins — Global Tool Configuration

* Global Tool Configuration

;)

SonarQube Scanner

SonarQube Scanner installations Add SonarQube Scanner

SonarQube Scanner

Name Sonarqube

¥ Install automatically ©

Install from Maven Central

Version | SonarQube Scanner 2.7 v

Delete Installer



Jenkins - SonarQube

CTIPEAS

e Jenkins—ZEZHE — Add build step

[n
rkl

te| S 2L 23 Build 2L = FK|

General S

Execute SonarQube Scanner

Task to run

JDK JAVA_HOME
JDK to be used for this SonarQube analysis

Path to project properties = sonar-project.properties

Analysis properties

Additional arguments

JVM Options

Add build step ~

®

®@ &



Jenkins - SonarQube

e sonar-project.properties L=

GNU nano 2.8.7 File: sonar-project.properties

.projectkKey=Test
.projectName=Test
.projectversion=1.0

.sources=Test/src/main/java, Test/src/test/java
.java.binaries=Test/bin

.sourceeEncoding=UTF-8




Jenkins - SonarQube

Build M-& = Jenkins

Jenkins Software-Verification

& CHA|EEZ =077

el

0x

&
O\I
=

09_|'

A
=

F

A
Okl
r\J

-
&=
&) Build Now
() Project A%

i

P

£ % Redmine - software_verification
[_—J GitHub Hook Log
(@) GitHub

\ SonarQube

 Rename

Project Software-Verification

N\ SonarQube

[ ' AFOH {_%7}
P 22wz

Ink-LIE|
o Last build, (#41),1 min 2 sec T
» Last stable build, (#41),1 min 2 sec
o Last successful build, (#41),1 min 2 sec ™




Jenkins - SonarQube

CTIPE S

sonarqube

== B A o -| BEAE 0f - & | Z2ME ol 22 7|12 P 4 st 1 projects
Filters
% Test
Quality Gate OpX 2t 24: 20180 48 172 @7
1 0@ o A) 2 € QO 00% O 00%
0 & Bugs 0 FHYH & Zc 9F Coverage Duplications
0
M2 (& Bugs)
-
27 ¥ 0

X

1 3:35

13 @

Java

15 101(Zh BAI = XS LIC



Redmine - Testlink

Testlink — Issue Tracker &=

4 Testlink admin[admin] & =

CTIPEAS

e Testlink — Project?} H-=

admin [admin] &=

B ESa8ds E
‘Create
Issue Tracker [redmine ]
Type [redmine (Interface: rest) v | Show configuration example
Configuration <jgsuetracker>
<dbhost>http://18.220.47.156:3306</dbhost > Enhanced features
<dbname>bitnami_redmine</dbname>
<dbtype>mysql</dbtype>
<dbuser>root</dbuser>
<dbpassword>rednine</dopassword>
<apikey>Jp9x075Cebpaf gz2 iKdw</apikey>
<uribase>http://18.220.47.156/</ur ibase>
<uriviewshttp://18.220.47.156/issues/</uriview>
Py
/1ssuetracker Issue Tracker Integration
Availability
API Key
Configuration
example

[ save |[ Check connection | [ Cancel |

EBSa8d s = 4

¥ Requirements
¢! Testing Priority
¢! Test Automation (API keys)

Inventory

¢ Active

Issue Tracker [ redmine ( redmine (Interface: rest) ) v |

¢! Active
¥ Public
d55a059d01adff369e272884cebadff079ff0a3c2d2425dcf3fc804cd437292f

* Mandatory fields



Team 5

CTIP &2



e Jenkins €& (Redmine)

Redmine

Redmine websites

¥ Assign Redmine project

Redmine website Redmine (http://18.220.47.156/)

Redmine project identifier = software verification

CTIP &4

Jenkins

Name Redmine

Base url http://18.220.47.156/

Version number 344



CTIP &2

Jenkins
e Jenkins 94 (Github)
GitHub Server AA FE EE|
Name e . ®
Software Verification -+ None
® Git
APl URL .
hitps://api.github.com Repositories
Repository URL  https://github.com/shyun-ab/Software_Verification.git @
Credentials
shyun-ab v Credentials shyun-ab/****** v o= Ade¢
g,
Add Repository
Ld
Manage hooks ¥ Branches to build n
Branch Specifier (blank for 'any') | */master (?)

Add Branch

Repository browser (K=



e Jenkins €& (Build - Gradle)

Build

Invoke Gradle script

@® Invoke Gradle
Gradle Version = Gradle 4.6
() Use Gradle Wrapper

Tasks clean
build

Add build step -

CTIP &4

Jenkins

I\

kJ

Il



CTIP &4

Jenkins

* Jenkins A4 (Build step - SonarQube)

SonarQube servers

Environment variables ! Enable injection of SonarQube server configuration as build environment variables
If checked, job administrators will be able to inject a SonarQube server configuration as environment variables
in the build.

SonarQube installations

Name Sonarqube
Server URL http://13.82.40.242:9000/

Default is http://localhost: 8000
Server authentication token

SonarQube authentication token. Mandatory when anonymous access
is disabled.

L=

Delete SonarQube



Jenkins T2 E S}H

Jenkins Software-Verification

h CHAIEEZ S0t7}7)

0x
m
P~ —

0

\
rE
oX
2=

Of

A
e
Ok
i

.:_) Build Now
() Project A{A]
o

=,

[_'J GitHub Hook Log
(W) GitHub
\ SonarQube

+ Rename

&« Redmine - software verification

CTIP &4

Project Software-Verification

\\' SonarQube

A4 D7}
ﬂ (]

00000000

2 D uinAs
I

nE-LE|

o Last build, (#41),1 min 2 sec T
o Last stable build, (#41),1 min 2 sec T4
« Last successful build, (#41),1 min 2 sec
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Github

Github Z 24 E

[ shyun-ab / Software Verification ®OWatch~ 0 | HsStar 0  YFork 0
<> Code Issues 0 Pull requests 0 Projects 0 Wiki Insights Settings
No description, website, or topics provided. Edit
Add topics
D 14 commits P 1 branch © 0 releases A% 1 contributor

Branch: master v New pull request Create new file = Upload files = Find file Clone or download ¥

a shyun-ab build test’ Latest commit 54d324c 22 hours ago
Il Test build test’ 22 hours ago
i hooks hook post-commit test 13 days ago
[E) README.md Update README.md 16 days ago
[E) Redmine. RefreshRepository.vbs hook post-commit test 13 days ago

[E) build.gradle Update build.gradle a day ago
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Redmine

e Redmine Z2HIE

x7|8}8 Y Ho]X| =2HE 3 TU

Software_Verification

T Jenkins
List of jObS D Refesh the list of jobs
Name Latest build State Duration Latest changes History
Software-Verification € (z018/04/04 21:37) ElZERd 00:10 D 5 O

Build stability: 4 out of the last 5 builds failed. "



Trello — EI] 7F Q JLAFSH 12|

A Team Visible '

To do ooe S Memo

Jenkins T2, id pw

I Redmine - git repository 37} I Xﬂﬂ AZ el

S{HI0AF O] Jenkins AH| &7|7| Redmine =2, id pw

Last GitHub Push

Sonarqube - Jenkins &1 24 E

Jenkins - GitHub - (Gradle)
JFeature 1

b4

o

riO}

Team Practice #4 - & 22 CTIP
4= (0l EHMX| 2E NE 2485
711

ot

TestLink & X|

+ Add another card

Sonarqube T2, id pw

AWS - Jenkins

#4: 1st System Testing

M 20

+ Add another card

+ Add another card + Add another card




CTIP -ELI%I amazon [EC 2

o s%ige'gw‘ Ec 2 Summary

e o> gradle 4 TestLink
Jenkins &% REDMINE

flexible project management

O GitHub sonarqube

JUnit @ mell checksty e Fif?m .
= eclipse ?‘@"? Qe A oo
L}
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CTIP &4

— Eclipse
— Junit

— Jenkins
— Gradle
— Github

— Redmine / Trello

— SonarQube / PMD / Checkstyle / Findbugs

— TestLink
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